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TYPES OF 
COMMERCIAL CRIME

SCOPE

TYPES OF 
CYBER & MULTIMEDIA 

CRIME

MODUS OPERANDI & TIPS

EFFORTS OF CCID TO
COUNTER FRAUD1

2

3

4
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• Cheating

• Forgery

• Criminal Breach of Trust

• Counterfeit Notes

• Money Laundering

• Illegal Money Lending

• Non-Existing Investment Scheme

• Cyber & Multimedia Crime

TYPES OF 
COMMERCIAL CRIME

7

JABATAN SIASATAN JENAYAH KOMERSIL



• Phone Scam

• Love Scam

• E-Commerce Crime

• Phishing

• Business Email Compromise (BEC)

TYPES OF 
CYBER & 

MULTIMEDIA CRIME
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PHONE SCAM

• A scam where scammer impersonate law enforcement
agencies to obtain targeted victim’s personal banking
credential thru phone call

• During conversation, scammer will try to intimidate
victims by claiming the victims involved in an ongoing
investigation and requested the victims to follow their
instructions which involves moving victim’s fund into 3rd

party/unknown accounts.

• Using spoofing technology to convince the victims the
call is from the authorities.
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

Types of Impersonation

Police Officer Court Officer
Custom/

Immigration 
Officer

Bank Officer

Insurance Agent Courier CompanyInland Revenue 
Officer

TM/TNB officer
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

MODUS OPERANDI

Syndicate member call 
victim.

Inform victims 
regarding their 

“outstanding bills, 
taxes etc”

Or accuse victims 
involves in various 

types of crime/there is 
a pending investigation 

against them

Phone call will then 
transferred to an 

“enforcement officer” 
and requesting victim 
to lodge report over 

the phone.

Scammer will insist 
victim to “keep it quiet” 
and not to tell anyone 

about the call

Instruct victim to 
provides their banking 
details or transfer their 

fund to another 
account pending 

investigation..

Promise to refund 
once the investigation 

is completed.

1 2 3 4

567
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

Victim’s Attributes

Victim’s Age Group

15 - 20 21 - 30 31 - 40 41 - 50 51 - 60 > 61

359 2,285 1,894 1,380 1,044 770

RM 4.1 mil RM 42.4 mil RM 55.6 mil RM 53.7 mil RM 62.1 mil RM 103 mil

Statistic Jan - Dis 2022

Timid/Introvert Kept problem to 
themselves

Ill-informed on crime 
trend
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

TIPS

Ignore phone call from 
unknown individuals

Hung up whenever felt 
suspicious Informed families & friends

Do not share/provide any 
banking details with 

stranger

Double check with your 
bank/related government 

agencies

Always bear in mind that 
enforcement agencies 
would never conduct 
investigation over the 

phone.

1 2 3

4 5 6
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LOVE SCAM

• A confidence trick involving feigning romantic intentions
towards a victim, gaining the victim’s affection, and then
using that goodwill to get the victim to send money to
the scammer under false pretenses or to commit fraud
against the victims.

• Occasionally impersonating as professional, such as
pilot, engineer and etc.
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

MODUS OPERANDI

Suspect impersonate as 
professionals, often using 
stolen photos of attractive 

people

Once relationship 
established, suspects will 
informed victims on their 

intention of sending gifts to 
victim

Victims will receiving call 
from custom officer 

informing that payments are 
required before the 

packages could be released.

Victims who believed will 
made payment into various 

account

1 2 3

4
Realised had fall into 

scammer’s trick when the 
goods not delivered/suspect 
could no longer be contacted

5
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

Victim’s Attributes

Victim’s Age Group

15 - 20 21 - 30 31 - 40 41 - 50 51 - 60 > 61

26 211 154 181 124 96

Statistic Jan - Dis 2022

Lonely Soul Greedy Soul
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

TIPS

Do not trust any 
strangers/unknown 

individuals  

Do not paid to unknown 
individuals without double 
check their background

Inform families/friends 
regarding your online 

acquaintance

Double check any suspicious 
online friend’s profile

1 2

3 4
Suspect Love Scam 

Cases
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E-COMMERCE
SCAM

• Scam websites use low prices to lure victims in quickly
by selling fake, counterfeit or non-existing items/goods.

• Characteristic :-
• Limited promotion period
• Limited items/goods offered
• Price offered much lower than market price
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

MODUS OPERANDI

Suspect offered 
goods/services at low price 

on social media.

Victim contacted suspect 
and instructed to pay

Victim paid and the 
goods/services not delivered 

as promised.

Victim offered to sell 
goods/services on social 

media.

Suspect contacted victim 
and pay after negotiation

Suspect paid in excess 
amount, sending forged e-
receipt and asking for the 

refund

Victim who didn’t counter 
check owns account refund 

the excess price
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Victim = Seller
Victim = Buyer



PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE

TIPS

Do not easily believe online 
advertisement. Too good to 

be true
Purchase from reliable  online 

platform

Check the bank account 
number and seller’s phone 
number thru “Semakmule” 

before payment made

Check the comment and 
review from previous buyers, 

if any

1 2

3 4
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PHISHING

• Fraudulent practice of sending emails/links/other 
messages to victims purporting to be from 
reputable/trusted companies/agencies in order to 
induce individuals to reveal their personal information, 
such as online banking password/credit card 
information.

• Once suspect acquired victims banking credential, 
their fund will be transferred to mule account without 
victim’s knowledge.
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING
PINJAMAN TIDAK 

WUJUD
PELABURAN TIDAK 

WUJUD
BUSINESS EMAIL 

COMPROMISE

TYPES OF PHISHING 

Update banking account1 Winning prizes/obtained 
govt grant2 Downloading Apps (APK)3
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING
PINJAMAN TIDAK 

WUJUD
PELABURAN TIDAK 

WUJUD
BUSINESS EMAIL 

COMPROMISE

MODUS OPERANDI

Victims received links/APK 
files thru phone/emails sent 

by unknown individuals

Victims click the link or 
install the APK files 

Victims fills in their banking 
credentials on the website 

(setup by scammers) which 
appears to be genuine 

website 

Without victims knowledge, 
their funds was transferred 
to other account (mule acc)
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING
PINJAMAN TIDAK 

WUJUD
PELABURAN TIDAK 

WUJUD
BUSINESS EMAIL 

COMPROMISE

TIPS

Do not click/download any 
links/files sent by unknown 

individuals

Bookmarked your online 
banking link

1 2
Ensure the safety features of 
your online banking Apps are 

tally before key in the 
password

3
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NON-EXISTING 
LOAN

• Suspect offered loan to those who are interested 
thru social media, such as FB/Instagram

• Restricted to online dealing and will not meet up 
with potential borrower

• Victims will be induced and requested to pay 
legal/processing fees into specific bank account

• Suspects will vanished once the payment made by 
victims
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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MODUS OPERANDI

Suspects offered loan thru 
social media

Victims contacted suspects 
and will be demanded to 
handover their personal 
details thru whatsapp

Suspects request victims to 
pay various fees as 

conditions for the loan to be 
approved

Loan amount not received 
after payment made

1 2 3

4



PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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EXAMPLE 



PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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TIPS

Check the purported money 
lending company background 

thru i-Kredikom or  The 
Ministry of Local Government 

Development’s official 
website

Do not make any payment to 
any account when requested 

by the money lender

1 2
Deal only with 

licensed/registered money 
lending company 

3

Caution !
Suspect will impersonate as 

licensed money lender. Additional info
• Genuine money lending process can only take place

in registered/licensed money lender’s office

• Registered lender required to display the license on
their premises.



NON-EXISTING
INVESTMENT

• Suspect offered various investment scheme thru 
media social, eg whatsapp/instagram/telegram 
and etc

• Exorbitant ROI and low risk

• Return of capital in short period of time (3-6 
months)

• Once the funds transferred/paid, various excuses 
will be given by the suspect and the “profits” will 
not be realised.
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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MODUS OPERANDI

Suspect offered investment 
scheme thru social media

High ROI with low risk and 
fast return of capital was 

promised 

Victims then made payment 
into various bank account as 
instructed by the suspects

Suspect will notified victims 
their investment account 
details/ledgers in order to 

convince the victims 

1 2 3

4After a period of time, capital 
and profits will be unable to 

cash out by victims and 
various excuses will be 

given by suspects until they 
eventually went missing
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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EXAMPLES OF NON-EXISTENCE 
INVESTMENT SCHEME ADVERTISEMENT



PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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TIPS

Invest in platform 
licensed/registered with 

Securities Commission/BNM

Get the proper advice from 
licensed investment 

agencies

1 2
Do not believe in investment 

scheme which offered 
exorbitant ROI. Too good to 

be true

3

Do not make payment into 
suspicious bank account. 
Always double check with 

“semakmule”

4
Check unlicensed 

investment companies thru 
Securities Commission/BNM 

official website

5



BUSINESS EMAIL 
COMPROMISE

• A type of cyber crime where the scammers 
uses email to trick someone into sending 
money or divulging confidential company info.

• The culprit poses as a trusted figure, then asks 
for a fake/genuine bills to be paid into mule 
account control by scammer or for sensitive 
data they can use in another scam
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PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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MODUS OPERANDI

Company A 
(buyer)

Company B 
(supplier)

Genuine email :
companyB@optic.com

E-Mail

Fake email :
companyB@0ptic.ccCompany A received email from 

scammer (companyB@0ptic.cc) who 
poses as Company B requesting 
payment of bills to mule account control 
by scammer.

1
Company A realised the scam when 
received invoice from Company B2

mailto:companyB@0ptic.cc


PHONE SCAM LOVE SCAM
JENAYAH

E-DAGANG PHISHING PINJAMAN TIDAK 
WUJUD

PELABURAN TIDAK 
WUJUD

BUSINESS EMAIL 
COMPROMISE
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TIPS

Ensure the email received 
from genuine supplier’s 

account

Contact business 
counterpart if being 

instructed to make payment 
to an unfamiliar account

1 2
Follow up with business 
counterpart whenever 

payment made

3



RMP EFFORTS

• NATIONAL SCAM RESPONSE CENTER

• SEMAKMULE APPS

• SOCIAL MEDIA ENGAGEMENT
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NATIONAL SCAM RESPONSE 
CENTER (NSRC)
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SEMAKMULE APPS
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Google PlayStore

Check Scammers CCID

OR VISIT

https://semakmule.rmp.gov.my



MEDIA SOSIAL ENGAGEMENT 
& E-BOOK
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THANK YOU

BOARD OF ENGINEERS MALAYSIA
Tingkat  11 & 17, Blok F Ibu Pejabat JKR

Jalan Sultan Salahuddin, 50580 Kuala Lumpur
http://www.bem.org.my 

enquiry@bem.org.my or complaint@bem.org.my. 
Tel:  03-26912090; Fax:  03-26925017 

“Committed To Engineering Excellence”
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