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Introduction

Guidelines on Integrity Management System 

Relationship of TRUST principles and ISO 37001:2016 
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News on corruption practices
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Introduction

The Board of Engineers Malaysia (BEM) is aligned with the
Government of Malaysia to promote integrity, good ethical
practices, and good governance in the fight against corruption and
malpractices.

Guidelines on Integrity 
Management System for 
Engineering Consultancy 

Practices
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Integrity Management System

The organizational 
structure, responsibilities, 

procedures, processes, 
and resources 

implemented in a firm to 
accomplish integrity 

management.

Purpose  assisting 
ECPs to prevent the 

occurrence of corrupt 
practices, manage 
integrity risks and 

implement integrity 
policies.

Implementation of IMS  can be relied upon as a 
defense in legal action under the Corporate Liability 

Law introduced via Section 17A of the MACC 
(Amendment) Act 2018.
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IMS accordance 
to the principles 
defined in the 
Guidelines on 
Adequate 
Procedure, issued 
on December 2018 
by the Prime 
Minister Office of 
Malaysia.
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Principle 1:

Top Level Commitment

“Tone from the Top”

company's management and board of directors’ 
leadership and their commitment to being honest 

and ethical.

Driver for the implementation of IMS

Practice the highest level of integrity, complies with 
the applicable laws, regulatory requirements, and 

the Code of Conduct
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Principle 1:

Top Level Commitment (Cont…)

The governing body should demonstrate
leadership by:-
a) Approving the organization’s integrity policy;
b) Ensuring that the organization’s strategy and

integrity policy are aligned;
c) Requiring that adequate and appropriate

resources needed for the effective operation
of the integrity are allocated and assigned;

d) Exercising reasonable oversight over the
implementation of the organization’s
integrity by top management and its
effectiveness.

Top Management should:
a) Formulate a Code of

Conduct that is consistent
with BEM Code of
Conduct;

b) Formulate an Integrity
Policy;

c) Assign a person (s) to
execute responsibilities
and authority related to
integrity compliance
functions.
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Principle 2:

Risk Assessment

Definition of RISK
• effect of uncertainty on objectives -- Risk is usually expressed in terms of risk 

sources, potential events, their consequences and their likelihood.
(MS ISO 31000:2020 Risk management – Guidelines) 

 Risk Assessment
• Systematic process that involves identifying, analyzing, assessing and 

prioritizing the integrity risks.
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Principle 2:

Risk Assessment (Cont…)

Vulnerabilities, Breaches & 
Leaks Governance, 

Integrity and Work Ethics, 
Bribery, and Corruption.

Integrity 
Risk



Disclaimer: This slide is property of BEM and the information cannot be used as official statement from BEM. The information is only valid on the date of 
its establishment and you may refer to BEM for new update.

BEM CONVENTION 2022 
25-28/10/2022
TM Convention Centre, KL

Page 13

Principle 2:

Risk Assessment (Cont…)

Risk 
identification Risk analysis Risk 

Evaluation

Risk Assessment

Context of 
the 

organization

Risk 
treatment

Monitor and review

Living documents – reviewed 
whenever there is a change 

in business activities, 
structure, or applicable legal 

req.
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Principle 2:

Risk Assessment (Cont…)

1. Risk 
Identification

2. Risk 
Analysis

3. Risk 
Evaluation

4. Risk 
Treatment

Risk 
Parameter / 

SOP

Internal & External Factor

Needs & Expectations of 

Stakeholders

Function & Process

Identify the Internal Control

Assess the effectiveness of Internal Control

Impact / Consequences

Likelihood

Risk Rating

Risk Treatment Option
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Principle 3:

Undertake Control Measure
Establish and implement the 

appropriate control

to ensure the integrity risk can be reduced or eliminated.

Develop necessary objectives and targets, 
action plans, and procedures

Consideration should also be taken to control the activities of business 
associates which may have a negative impact on organization.
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Principle 3:

Undertake Control Measure (Cont…)

• DUE DILIGENCE • POLICY/ PROCEDURE
 Criteria/ Personnel screening/ entities before 

entering into a partnership or any business 
relationship.

Background 
Check

Document 
Verification Interview

• WHISTLE BLOWING CHANNEL/ 
REPORTING COMPLAINTS

Easy access (internal & External)

Trusted reporting channel

Protection to complainants

Integrity Policy

Conflict of Interest

Gift, Hospitality, Donations

Financial Control

Procurement

Control of Documents and Records

Recruitment and dismissal

Disciplinary action

Investigation and dealing with violation of integrity-related 
incidents 
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Principle 4:

Systematic Review, Monitoring and 
Enforcement

Evaluation of Performance, Efficiency & Effectiveness of Integrity Management System

The current integrity risks 
faced by organization and the 
effectiveness of actions taken 
to address integrity risks

Report on IMS Internal Audit 
findings

Incidences relating to Integrity 
including the investigation 
findings

The achievement of the 
organization objectives, 
targets and programs relating 
to integrity



Disclaimer: This slide is property of BEM and the information cannot be used as official statement from BEM. The information is only valid on the date of 
its establishment and you may refer to BEM for new update.

BEM CONVENTION 2022 
25-28/10/2022
TM Convention Centre, KL

Page 18

Principle 5:

Training and Communication

Communication Plan

Purpose of Communication

Information 

Target Recipients

Delivery Method

Time Period

Languages

Training
(Personnel/ Business Associates)

Integrity Policy

Applicable Laws & Regulations

Policies & Procedures

Role and Functions

Integrity Risks

Incident Lesson Learned

* Feedback 
Evaluation of 

Training & 
Performance 
Evaluation of 

Personnel
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Relationship of TRUST principles and ISO 
37001:2016 Anti-bribery Management System 
Clauses

BEM Guideline 
on Integrity 

Management 
System
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Conclusion
• Integrity is the foundation for a successful Client-ECP relationship and

essential for the long-term sustainability of an ECP.

• Registered Engineers and ECPs in Malaysia shall ensure compliance with the
law in relation to the professional practice of engineering and relevant legal
statutes that relates to the promotion of ethics and integrity throughout
the practice and within the organization.

• As commercial organization, ECP should implement Adequate Procedures
as a defence from the penalty of the Corporate Liability Law.

• ECPs with ISO 37001:2016 certification has become a pre-requisite for many
project participation.
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With integrity, you have nothing to fear, since you have nothing to hide.
With integrity, you will do the right thing, so you will have no guilt.

- Zig Ziglar -
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Thank YouEND OF 
PRESENTATION



Disclaimer: This slide is property of BEM and the information cannot be used as official statement from BEM. The information is only valid on the date of 
its establishment and you may refer to BEM for new update.

BEM CONVENTION 2022 
25-28/10/2022
TM Convention Centre, KL

Page 23

THANK YOU

BOARD OF ENGINEERS MALAYSIA
Tingkat 17, Blok F, Ibu Pejabat JKR

Jalan Sultan Salahuddin, 50580 Kuala Lumpur
http://www.bem.org.my

bemconvention2022@bem.org.my or event@bem.org.my
Tel:  03-26912090 

http://www.bem.org.my/
mailto:bemconvention2022@bem.org.my
mailto:event@bem.org.my
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